NudpopmannonHas namMsiTKa Mo BonpocaM kndep0e30nacHOCTH B CETH
«AHTepHeT»

KoMmnbroTepHbie BUPYCHI

KoMmnbroTepHBId BHpPYC - 3TO Pa3HOBUAHOCTb KOMIBIOTEPHBIX MPOrpamM,
OTIUYUTENIbHOM OCOOEHHOCTBHIO KOTOPOM SIBJIAETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO
(xkonupoBaHuio). B nononHeHWe K 3TOMY, BHPYChl MOTYT MOBPEIUTHb WIIU
MOJIHOCTHIO YHUYTOXUTH BCE (ailyibl M JIaHHBIE, MMOJKOHTPOJIBHBIE MOJIH30BATENIO,
OT UMEHU KOTOPOro Oblja 3amyllieHa 3apakEHHAs IporpamMma, a TaKkke MOBPEAUTh
WIN JaK€ YHUUYTOKUTH OINEPAIMOHHYIO CUCTEMY cO BceMu (aitmamu B 1ienom. B
OOJIBIIMHCTBE CIIy4aeB PaclpOCTPAHSIIOTCS BUPYChI U€pe3 UHTEPHET.

MeTtoabl 3alIUTHI OT BPeIOHOCHBIX IPOrPaMM:

1. Mcnonp3yiiTe COBpEMEHHBIE OIEPALMOHHBIE CHCTEMBI, MMEIOIINE CEPHEIHBIN
YPOBEHB 3aIIMTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. TloctossHHO ycTaHaBIMBaiWTe mNaTyud (OOHOBIICHMS, KOTOpPHIE aBTOMAaTHUYECKU
YCTaHaBJIMBAIOTCS C LENbI0 JOPAOOTKH MPOTPaMMBbl) U APyrue OOHOBIICHHS CBOEH
ornepaunoHHON cuctembl. CkauuMBailTe HUX TOJBKO C O(PUIMAIBHOrO caiiTa
paspabotunka OC. Ecnu cyiiecTByeT pekuM aBTOMAaTUYECKOTO OOHOBIIEHUS,
BKJIFOYUTE €r0;

3. PaGoraiiTe Ha CcBOEM KOMIbIOTEpE IO MpaBaMH TMOJIb30BATENs, a He
aJIMUHUCTPATOpa. DTO HE IMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
WHCTAJUTMPOBATHCS HA BAlIEM [IEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonp3yilTe  aHTUBUPYCHBIE  MPOrPAMMHBIE  MOPOAYKTBl  M3BECTHBIX
MIPOU3BOJUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHUEM 0as3;

5. OrpanmnubsTte (HPU3NUECKUN JOCTY K KOMIIBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Hcnonp3yiiTe BHEITHINE HOCUTENN MH(POPMAINH, TaKue Kak (Iemnka, TUCK WK
(aiin u3 uTepHeTa, TONbKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBaiiTe KOMIBIOTEpHBbIE (Dailibl, MOJYYEHHbIE W3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (ailsibl, KOTOpbIE MPUCTANIM BaIlM 3HAKOMBIE. Y TOUHUTE,
ornparisui i oHU AaHHbie ¢aiinel. Cetu WI-FI C nomomsio WI-Fi moxHO
NOJIYYUTh OECIUIaTHBINA MHTEPHET-IO0CTYN B OOIIECTBEHHBIX MecTax: Kade, OTelsX,
TOPrOBBIX IeHTpax u adponoprax. Tak ke WI-Fi sBusercs orauuHOU
BO3MOXKHOCTBbIO BbIXOJa B HMHTepHer. Ho MHOrme sKCHEpThl CUMTAIOT, YTO
obmenoctynusie Wi-Fi cetn He sSBIsit0TCS] 0€30MaCHBIMU.

CoBeTbI 10 6€30MACHOCTH PadOTHI B 001IeT0CTYNHBIX ceTsax Wi-fi:

1. He mepenaBaiiTe CBOIO JMYHYIO WH(pOpMaIHO yepe3 odmenoctynHbie Wi-Fi
cetu. PaGoTast B HUX, *eJlaTeIbHO HE BBOJUTH MAapOJIU JOCTYIA, JIOTUHBI U KaKue-
100 HOMEpA;

2. Ucnonp3yiiTe M OOHOBISHTE aHTHBUPYCHBIE MPOTpaMMbl U OpaHaMay’p. Tem
cambIM BbI 0Oe30macuTe ce0s OT 3aKauKu BUPYCa Ha CBOE YCTPOICTBO;

3. Ilpu ucnonszoBanuu Wi-Fi orkntounte ¢pynkuuio «O0muii noctyn k gaitnam u
npuHTepam». JlaHHass (QyHKUMS 3aKpbiTa MO YMOJIYAaHHUIO, OJHAKO HEKOTOpbIE
M0JIb30BATENIM aKTUBUPYIOT €€ JIJIsl y100CTBa UCIIONIb30BaHus B paboTe min yueoe;

4. He ucnonb3yiite myonuunsii WI-FI nis nepenaun muyHbIX JaHHBIX, HAPUMED,
JUISl BBIXO/1a B COLIMAJIBHBIE CETH WIIM B JIEKTPOHHYIO MTOYTY;



5. Ucnons3ylite TonbKO 3amumenHoe coenunenue yepes HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBOAUTE UMEHHO «https://»;

6. B moOwieHOM Tenedone otkimounte ¢yHknuto «l[lonkmouenne k Wi-Fi
aBTOMaruyeckn». He momyckaid aBTOMAaTUYECKOro IOJKIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 Bamiero coriacusi.

CounanbHbie ceTH

CouunanbHasi CeTb - 3TO CaWT, KOTOPBIM MPEAOCTABISECT BO3MOXKHOCTH JIFOJISIM
OCYHIECTBIIATh OOIlEeHne MEXIy co0oil B MHTepHeTe. Yaie Bcero B HUX IS
KQKJIOTO YEJIOBEKA BBIJIETSAETCS CBOS JIMYHAs CTpPAaHUYKa, HAa KOTOPOW OH
yKa3bIBaeT 0 cebe pasnuyHyr HH(POpMAIUI0, HauyWHAs OT WMEHH, (pammimu u
3aKaH4YMBas JUYHBIMU PoTorpadusiMu. MHOTHE NOIB30BATENIM HE MOHUMAIOT, YTO
uHbopMaIus, pa3MelIeHHAass UMU B COLIMAJIBHBIX CETAX, MOXKET ObITh HalJeHa U
UCIIOJIb30BaHA KEM YroJHO, B TOM UYHCIE HE 00s3aTelibHO ¢ OJarumMu
HaMEPEHUSIMHU.

OcHOBHBIE COBETHI N0 0€30MACHOCTH B COLHAJIBHBIX CETAX:

1. OrpanuubTe COMCOK JApy3el. Y Bac B APY3bsIX HE JIOJDKHO OBITH CIy4alHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumaiTe CBOIW YacTHYIO XU3Hb. He ykaspiBaiiTe mnaposu, TenedoHbI,
ajpeca, JaTy CBOEro pOXICGHUS H JPYryl0 JUYHYIO  HHGOPMAIHIO.
310yMBIIUICHHUKA MOTYT MCIOJb30BaTh Jake MHQPOpPMALMIO O TOM, KaK BBl U
Bally OJIM3KKE TJIaHUPYETE TPOBECTH KAaHUKYJIBL;

3. 3amumiaiiTe CBOIO peIyTalUio0 - JEpPKUTE €€ B YHUCTOTE M 3ajJaBaiite cede
BOIIPOC: XOT€AUM Obl BB, YTOOBI JpPYyTHE MOJIB30BATENM BHJEIH, YTO BBI
3arpyxaere? Ilogymaiite, mpexae uYeM YTO-TO OmyOJMKOBaTh, HamucaTb H
3arpy3uTh;

4. Ecnu BBl TOBOPUTE C JIIOJbMHU, KOTOPBIX HE 3HAETE, HE HCIOJIb3YHTE CBOE
peaslbHOE UM U JIPYTYIO JUYHYIO MH(POPMALMIO: UMS, MECTO KHUTEJIbCTBA, MECTO
paboThl (yueObl) U MpoUee;

5. Uzberaiite pasmemienust ¢ororpaduit B HTepHeTe, e BhI M300pakeHbI Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJIEIUTh Ballle MECTOIOJIOKEHHE;

6. Ilpu perucrtpauuu B COLMAIBHONW CETH HEOOXOJUMO HCIOJIb30BaTh CIOXKHBIE
[apoJIx, COCTOSIIINE U3 OYKB U IM(P U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. Jlng conuanbHOM CETH, MOYTHI U JPYTHMX CAWTOB HEOOXOJMMO HCIIOIb30BaTh
pasHele mapoiu. Torzma, ecid Bac B3JIOMAKOT, TO 3JOYMBIIIJIEHHUKU MOJIy4ar
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

ONEeKTpOHHBbIE JIEHBIM — 3TO OYEHb YJIOOHBIM CHOCcOo0 TuIaTexei, OJHAKO
CYLLECTBYIOT MOIIEHHUKH, KOTOPBIE XOTST MOJYYUTh 3TH JEHBI'H. DJIEKTPOHHBIE
JEHbI'M TMOSBUJIMCh COBCEM HEJAaBHO M HMMEHHO H3-3a 3TOr0 BO MHOTHX
rocyzapcTpax /10 CMX MOp HE MPOMUCAHO MPO HUX B 3akoHax. B Poccum xe oHun
(GYHKUMOHUPYIOT M O HHUX YK€ NIPOIKCAHO B 3aKOHE, IJI€ MX pa3JeisioT Ha
HECKOJIBKO BUJIOB - aHOHUMHbBIE U HE aHOHUMHBIE. Pa3Hula B TOM, YTO aHOHUMHBIE
- 9TO T€, B KOTOPBIX pa3peliaeTcs MPOBOAMUTH Orepanuu 0e3 UACHTHU(PUKALMH
MOJIb30BaTENs, @ B HE AHOHUMHBIX HIACHTU(GUKAIIMKU TOJIb30BaATENS SIBISETCS
o0si3arenbHON. Takke ciieyer pa3nuyarh JIEKTPOHHbBIE (PUATHBIE JE€HBIU (PaBHBI



TOCYy/IapCTBEHHBIM BalOTaM) M D3JEKTPOHHBIE He(HUaTHbIE NEHBIH (HE paBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHoBHBbIE COBETHI N0 0€30MaCHO padoTe ¢ 3JIeKTPOHHBIMH IeHbIAMM:

1. ITpuBsixuTe K cuery MOOWIbHBIA TenePoH. DTO camblid yJIOOHBIA U OBICTPBIN
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. lIpuBsizanHblii TenedoH MOMOXKET, €CIH
3a0yzeTe CBOM IJIATEXKHBIA Mapoib WIM 3aifieTe Ha CcalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonw3yiite onHopa3zoBele mnaposu. llocie mnepexola Ha yCUIEHHYIO
aBTOPU3AIMIO BaM yXe He OyJeT yrpoxkaTh OINACHOCTh KpaKu HIIM TepexBaTa
IIJIATEKHOTO MapOJIs;

3. BwiOepute cnoxubiii mnaponb. I[IpecTymHukam OyneT HEMpOCTO yraaarth
CJIIOKHBIM Iaposb. HanexHele maposm — 3TO IIapoJIM, KOTOPBIE COAEpKAT HE
MeHee 8 3HAaKOB U BKIIIOYAIOT B c€0Sl CTPOYHBIE M MPOMHMCHBIE OYKBBI, TUPPHI U
HECKOJIbKO CHMBOJIOB, TAKME KaK 3HAK Jl0JU1apa, (PyHTa, BOCKIMIATEIbHBINA 3HAK U
T.11. Hampumep, StROng!;

4. He BBOIUTE CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE JOBEPSIETE.
DJIeKTPOHHASA MO4YTAa

DJIEKTPOHHAsl TOYTa — O3TO TEXHOJOTHS W MPEIOCTABIIEMBIE €K YCIYyTH IO
NEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUHN, KOTOPbIE paCIpEENsIOTCs B
KOMITbIOTEpHOU ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SAIIUK BBITJISAINAT
clelyronmuM o0pa3oM: UMsI_TOIb30BaTeIsi(@umMs_oMeHa. Takxke KpoMme nepeadu
IPOCTOTO TEKCTa, UMEETCS BOZMOKHOCTh TepeiaBaTh (pailibl.

OcHoBHbIE COBETBHI M0 0€30NACHOI padoTe ¢ 3JIEKTPOHHON MOYTOIA:

1. Hamo BBIOpaTh MpaBUIIbHBIN MOYTOBEIN cepBuc. B MHTEpHETE €CTh OTpOMHBIN
BbIOOp OECTIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIydIle JOBEPATH TEM, KOTOPBIX
BbI 3HAETE U KTO U3 HUX IIEPBBbIN B PEUTUHIE;

2. He yxa3biBaiiTe B JUYHOW mouTe TUYHYIO MH(popmanuio. Hanpumep, myuiie
BBIOpATh «MY3bIKaIbHBIN _(panat@» unu «pok2013» BmecTo «pomal3y;

3. Wcnonp3yiTe NBYX3TAllHYIO aBTOPU3AIMIO. DTO KOT/Aa MMOMHUMO MapoJsi HY>KHO
BBOJUTH KOJ, MPUChUIaeMblid M0 SMS;

4. BpiOepute CIOXKHBIN mapoib. s KaKaoro MOYTOBOTO SIIIMKA JOJIKEH ObITh
CBOU HAJECKHBIW, YCTOWYUBBIN K B3JIOMY [apoJib;

5. Ecnu ecTh BO3MOXKHOCTB HAIlUCaTh CAMOMY CBOM JIMYHBIM BONPOC, UCIIOJIb3yHTE
9Ty BO3MOXHOCTB;

6. Ucnonb3yiiTe HECKOIBKO MOYTOBBIX SAIIMUKOB. [IepBbIil 111 YaCTHON MEpPEenucKu
C ajapecaTaMy, KOTOPBIM BBl JIOBEpsieTE. ODTOT 3JIEKTPOHHBIM aapec HE HaJo
UCTIOJIb30BaTh MPU PETUCTPALlMU Ha (popyMax u caiTax;

7. He oTkphIBaiiTe (hailiibl 1 APYTHUE BIOKEHUS B MIChMAX JIa)Ke €CITM OHH MPHUTILTH
OT BaluXx JApy3ei. Jlydiie yTouHu, OTIPABIISIIN JIM OHU BaM 3TH (aiibl;

8. Ilocne okoH4YaHMsI paOOTHI HA MOYTOBOM CEPBUCE MEPEN 3aKPHITUEM BKIAJIKHU C
cailToM He 3a0yJpTe HaXXaTh Ha « BBIATIY.

Ku0epOysiMHT UM BUPTyaJjbHOE U3/1€BATEIbCTBO

KubepOymumHr — mpecienoBaHue COOOIIEHUSIMH, COACPKAUUMU OCKOPOJIEHUS,
arpeccuto, 3armyruBaHue; XyJUraHCTBO; COIIMAIbHOE OOMKOTUPOBAHKE C TOMOIIBIO
Pa3JIMYHBIX HUHTEPHETCEPBUCOB.



OcHoOBHbIE COBETHI 10 00pbOe ¢ KHOEPOYVIHHIOM:

1. He Opocaiitece B 0Ooii. Ycmnokoiitech. Eciu Bbl HauyHETe OTBEYaTh
OCKOpOJICHUSIMU Ha OCKOPOJICHHUS, TOJIBKO OO0JIbIIIE PA30AOKETE KOH(IIUKT;

2. YnpapnsiiTe cBoel KubeppemyTaimei;

3. AHOHUMHOCTbH B ceTH MHHMMas. CyIleCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM,;

4. He crouT BecTH XyJWTaHCKUH oOpa3 BHUpPTyadbHOW JKH3HU. VIHTEepHeET
dbuKkcupyeT Bce Ballld JNEUCTBUS W COXpaHSAET UX. YJAIUTh UX OyneT KpaifHe
3aTpyIHUTENHHO; 5. Benute cebs BexIHBO;

6. MHWrHopupyiite enuHWYHBIM HeratuB. (OIHOpa30BBIE  OCKOPOWTEIBHBIC
coOoOIIeHHsT Jyylle WrHopupoBatb. OOBIYHO arpeccusi MpeKpamaercss Ha
HavaJIbHOM CTaJuH;

7. OrpanuubTe JAOCTYyN arpeccopy. B mporpammax oOMeHa MTrHOBEHHBIMU
COOOIICHUSIMHU, B COLMAIBHBIX CETAX €CTh BO3MOMXHOCTb OJIOKHUPOBKH OTIIPABKH
COOOIIEHHI ¢ OIIpeIeNIEHHBIX aJIPECOB;

8. Ecnu BBl cBuaetenb kuOepOysuMHra. Bamm AeiicTBUS: BBICTYNHUTH IPOTHUB
npecieaoBaTens, MoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MOAIEPKATh JKEPTBY, KOTOPOIl HYKHA MICUXOJIOTMYECKas IIOMOIb.

MooOuiabHbIi TeaedoH

CoBpemenHble cMapT(hOHBI W IUIAHIIETHI COAEpPKAT B ceOE BIOJHE B3POCIBIMA
GyHKIIMOHAN, W TEMeph OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMHU
KoMmbioTepamu. OJIHAKO, CPEJCTB 3AIIMUTHI ISl MOJJOOHBIX YCTPOMUCTB MOKA OYEHb
Mano. TecTupoBaHME W TIOUCK YSI3BUMOCTEH B HHUX MPOUCXOJIUT HE TaK
WHTEHCUBHO, KaK JUJI MEPCOHAJBHBIX KOMIIBIOTEPOB, TO K€ CaMO€ Kacaerci U
MOOWJIBHBIX ~— OpwiokeHuil. CoBpeMeHHble  MOOWIbHbIE  Opay3epbl  yxke
IPAKTUYECKH JIOTHAJIM HACTOJBHBIE aHAJOrH, OJHAKO pacliMpeHue (pyHKIMOHaa
BJICYET 32 COOON OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3allMIIeHHOCTh. Jlaneko He
BCE IMPOU3BOJUTENM BBIMYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIINE KPUTHUYECKUE
YS3BUMOCTH JIJIS CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /151 0€30MACHOCTH MOOMJIBHOTO TesedoHa:

1. ByapTe OCTOpOXKHBI, BEb KOT/Ia BaM IpeajararoT OecrjiaTHbIM KOHTEHT, B HEM
MOTYT OBITh CKPBITHI KaKHE-TO TIJIATHBIC YCIIYTH;

2. Jlymaiite, mpexae yeM oTmnpaBuTh SMS, ¢oto wim Buaeo. Bbl TouHO 3Haere,
I/l OHU OyyT B KOHEUHOM UTOTre?

3. Heo6xoammo 0OHOBIIATH ONIEPAITMOHHYIO CHCTEMY Ballero cMapThoHa;

4. Vconp3yiiTe aHTUBUPYCHBIC TTPOTPAMMBI 711 MOOUITLHBIX TEIe(OHOB;

5. He 3arpyxkaite NpuinoKeHUs OT HEU3BECTHOI'O UCTOYHHUKA, BEIb OHU MOLYT
COJIEpP>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUECHHUE;

6. Ilocne Toro kak Bbl BBIAJETE C caidTa, r€ BBOJWIM JIMYHYIO MH(POpPMALHUIO,
3aiIuTe B HACTPOMKK Opay3epa u yaauTe cookies;

7. Ilepuoauyecku MpoOBEPANTE, KAKUE IJIATHBIE YCIYTM aKTUBUPOBAHbI Ha BalleM
HOMEpEe MOOWIBHOTO TenedoHa;



8. JlaBaiiTe cBOM HOMEp MOOWUIBHOTO TeledOHA TOJNBKO IIOJSM, KOTOPBIX BBI
3HAETE U KOMY JI0BEPSETE;

9. Bluetooth pomkeH OBITH BBIKIIOUEH, KOTJa Bbl MM HeE Mojib3yerech. He
3a0bIBaliTE MHOTIA IPOBEPATH 3TO.

OUIIUHT UM KPaKa JUYHBIX JAHHBIX

['maBHas nienp ¢ummHra - Buaa MHTepHeT-MOIIIEeHHUYEeCTBA, COCTOUT B MOJIYyYEHUN
KOH(UICHIIUATBHBIX JaHHBIX [OJIb30BaTelel — JIOrMHOB W maponeil. Ha
aHTIIMcKOM si3bIke phishing unraercs kak gummuar (oT fishing — priOHast 0B,
password — mapoib).

OcHoBHbIE cOBeTHI 0 00pb0e ¢ PUIIMHIOM:

1. Cnenute 3a cBOMM akkayHTOM. Eciu BBl mojj03peBaeTe, YToO Ballla aHKeTa Oblia
B3JIOMaHa, HE0OXOauMO 3a0JOKHMpOBaTh €€ M COOOMIMTh aJMUHHCTpaTOpam
pecypca 00 3TOM KaKk MOXHO CKOPEE;

2. Hcnonb3yiite OGe3onacHble BeO-CaliThl, B TOM YHUCIJIE, UHTEPHET-MAra3uHOB U
MOMCKOBBIX CUCTEM;

3. HWcnonb3yiiTe ClOXHbIE M pa3Hble mapond. Takum o00pa3oM, eciu
3JI0YMBIIIUICHHUKHU B3JIOMAIOT Balll aKKayHT, TO MOJIYy4YaT JOCTYI TOJbKO K OAHOMY
BallieMy Npo(uiIio B CETH, a HE KO BCEM;

4. Ecnmn Bac «B3lnomanm», HEOOXOJIUMO MPEayNpeuTh 00 3TOM BCEX 3HAKOMBIX,
KOTOpbIE 100aBJIeHBI Y BaC B APY3bsiX, TaK KaK, BOBMOXHO, UM OT BaIlero MMEHU
OyJIeT pacchbuIaThCsl CaM M CChUIKU Ha (DUITUHTOBBIC CANTHI;

5. YcranoBute HajexHbIH napoib (PIN) Ha MOOWIBHBIN Tene(oH;

6. OTKIIIOUNTE COXpaHEHUE MapoJis B Opaysepe;

7. He oTkphIBaiiTe (hailsibl ¥ APYTHUE BIOKEHUS B MIUChMAX JIa)Ke €CIIM OHH MPUIILTH
OT Bamux Apy3ei. Jlydiie yTouHuTe, OTIpaBIIsIIN JIM BaM 3TH (Daitiibl.



